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SWBLT LLC Cloud Migration

A. Executive Summary

SWBTL LLC began as a small regional delivery service provider and
has since evolved into a nationwide service provider with over 2,000
employees. The company’s infrastructure is currently hosted in four data
centers located in the United States. Over time these systems have
become increasingly costly, as SWBTL does not own the data centers and
is instead leasing them from a third party. Other concerns the company
currently faces include an unreliable service and a threat surface potentially
vulnerable to cyberattacks. The company must also comply with FISMA
and PCI DSS regulations and has a NIST SP 800-53 audit approaching.
Due to these factors, the company has decided to transition to the cloud.
To begin this transition, the company will focus on the Marketing,
Accounting, and IT departments, using Microsoft Azure as the service

provider.

B. Proposed Course of Action
To best meet SWBTL LLC’s requirements, the implementation of an
Infrastructure as a Service (laaS) model is the best course of action. This is

due to the company’s need to deploy and manage virtual machines and



operating systems, provision compute and storage resources, and integrate

custom applications.

Regulatory compliance requirements include adhering to FISMA for
government contracts, PCI DSS for the processing of credit card data, and
NIST SP 800-53 guidance controls for the upcoming assessment. Microsoft
Azure allows SWBTL to scale rapidly, it also reduces the associated costs
by provisioning only the minimum resources required, and it also integrates
seamlessly with the existing Active Directory configuration the company
uses. In addition, Azure offers strong encryption services for both data in
transit and at rest, as well as the management of passwords, credentials,
and secrets through Azure Key Vault. Challenges to this migration include
the complex process of transferring large volumes of data, ensuring that
data remains secure and is accessible only to authorized parties, and
establishing suitable backup and recovery processes to minimize risks at

all stages of the migration and beyond.

C1. Analysis and Recommendations



Currently the role-based access controls at SWBTL are not aligning
with the principles of least privilege best practices. There are many

configurations where the roles are set to be broader than necessary.

Three recommendations to address these flaws are:

1. Assign roles based on departmental function — Assigning basic
Reader permissions to departments that only interact with the
resources at a low level. The Marketing and Accounting
departments should be restricted from altering resources to avoid
accidental or intentional changes.

2. Implement least privilege across departments - Each department
should be isolated from the others to avoid unauthorized access to
or altering of another department's resources.

3. Remove unnecessary management or subscription-level access -
Default permissions at the subscription or administrative level

could allow users to bypass departmental boundaries.

C2. Updated Configurations



Marketing — The Marketing security group was assigned the role of
Reader. This provides visibility of resources without allowing any

modifications.
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Accounting — The Accounting security group was assigned the role of

Reader. This provides visibility of resources without allowing any

modifications.

Microsoft Azure £ Search resources, services, and docs (G+/) I o Copilot Admin-54365441@LO
LODS-PROD-MCA (LODSPRODM... &89
Home > Accounting-rg | Access control (IAM) > Select members x
Add role assignment
-
[ .2 accounting <]
-
Role Members’  Conditions  Assignmenttype  Review + assign . Accounting (]
_ 4d9767b9-6cbb-4c6d-9f32-66de1728e3dd
. Accounting
@ Showing a filtered list of roles because your permissions include a condition. Learn more Accounting User Group
View my access Accounting
. b8306bd0-1391-4bbd-b351-5385ce0e696d
Selected role Reader feantng
Security Group for Accounting
. Accounting Bot (Power Virtual Agents)
Assign access to (®) User, group, or service principal E ‘application
(O Managed identity Accounting-
aac78eb3-82a7-43b1-00e7-f0b86 46ea45 |
Members + Select members - Accounting--Department
Group to which all Accounting employees belong v
Name Object ID Type Selected members:
No members selected .
- Accounting 0]
Security Group for Accounting
Description Optional
v
[ Review + assign Previous Next
] - 8:59 AM
@ O Search E Q= e ] A G g0 @
Home > Accounting-rg
o) Accounting-rg | Access control (IAM)  #* - X
Resource group
5 « 4 Add v L Download role assignments == Editcolumns () Refresh | [ Delete | AP Feedback
- o a
(%) Overview O] ) cowdsiceamp (ol > or
o o > 45587628-5105-4,, Service principal Owner group- Active None
Act
e O coud-Sice 3P service principal o ] Act
D wner roup- Active
| A2 Access control (IAM) 7 45587fa8-505-4... group:
cloud-slice-app o ) .
® Taos O B issormas-siosa, Sevice principal Owner # Management group- Active
. cloudslice-app (. _ .
2. Resource visualizer OB oo d;f;f_" Service principal Owner 2 group- Active e
Events O LODS Owners
10359343 bscd-. GrouP Owner # Management group- Active
> settings
O unknown Unknown o "B t Loadi Loadin,
> Cost Management b wner anagement group-- Loading... g.. one
> Monitoring \/ Contributor (1)
Automati LODS Contributors .
> Automation O . 050b7274-530b-...  OTOUP Contributor # Management group- Active
> Help

\/ Reader (3)

Accountin
O oiracs. oo @ e pemanent pemarent
LODS Readers -
O 62353336-adeb-4... OTOUP Reader # Management group-+ Active
O Welorhare e principal ;
27 6deadd30-fezc-,. >ervice principal Reader group- Active
\/ Azure Kubernetes Service Cluster User Role (1)
0 Wiz for Azure Service pri ' . N
27> 6deadd3o-feac-,.. ervice principa! Azure servic group- Active None
V' Azure Kubernetes Service RBAC Reader (1)
Wiz for Azure ~ N
hitpsi/fportalazure.comf$ sing cert-shifect [ 4B 200520, sece principal Azure Servic.. ¥4 Management group--_Active N v

]

= 00 AM
O Search E QO & g a AN B g @




IT- The IT security group was assigned the role of Contributor. This
allows changes and modifications to resources but not permissions to

assign or alter roles.
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D1. Implementation of Best Practices

Access Policies - Access policies were implemented using the
principles of least privilege. For both Marketing and Accounting groups,
only the Get and List permissions were granted. For IT, the Key, Secret,
and Certificate template was applied, giving the IT department broader
permissions. This also aligns with the RBAC policies implemented earlier.

Network Access — Access policies should be granular and allow only
authorized access. Configuring network settings to allow access only from
required subnets and virtual networks helps prevent broad public access.

Marketing resource group:
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Finance resource group:

Microsoft Azure R Search resources, services, and docs (G+/)

Ol
LODS-PROD-MCA (LODSPRODI

Home > Key vaults > Finance-KV-k54fk6goenuvg | Access policies >

Create an access policy - X
Finance-KV-k54fkbqoenuvg

@ Permissions @ Principal Application (optional) () Review + create

Configure from a template

Select a template ~

Secret permissions Certificate permissions

Key Management Operations Secret Management Operations Certificate Management Operations

[ selectan [ selectall [ selectal I
[ cet [ cet
List O ust 3 uist
[ update [ set [ update

[ create [ oelete [ create
[ import [ Recover [ import
[ oelete [ Backup [ oelete
[ Recover [ Restore [ Recover
D Backup E] Backup
] restore privileged Secret Operations [] restore
[ selectal [ Manage Contacts
Coptographic Operations [ purge [ Manage Certificate Authorities
[ selectat [ cet certificate Authorities v
Previous Next
" 0 search EDwes A g ©

Admin-54374470@LO

P Search resources, services, and docs (G+/)
LODS-PROD-MCA (LODSPROD!

Home > Key vaults > Finance-KV-kS4fkéqoenuvg | Access policies >

Create an access policy - X
Finance-KV-k54fkéqoenuvg

@ rermissions @ Principal Application (optional) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

‘ £ accounting-sec X

Accounting-security

Accounting-Security Group 36916747

Accounting-Security-Group

Selected item

Accounting-Security Group 36916747

0] ER O sewrcn [Tl = ] a Ao g ©



e e s S co )

12

Admi

4374470@LOD.

LODS-PROD-MCA (LODSPRODI

Home > Key vaults > Finance-KV-k54fk6qoenuvg

Key vaults « @

LODS-Prod-MCA (LODSPRODMCA.onmicrosoft.co..
+ create -+

@®  You are viewing a new version of Browse
experience. Click here to access the old

Account-KV-sbvrd6iju62ao ---

Finance-KV-k54fk6goenuvg -

oo0oOo
> €

@ Market-Kv-rprgazaqmorgk -

4 »
Showing 1- 3 of 3. Display | auto v
count:

https://portalazure.com/#

=

I

I

v— Finance-KV-k54fk6qoenuvg | Access policies # X
Y Keyvault
o« + create () Refresh 2 Edit
@ overview - . . -
Access policies enable you to have fine grained control over access to vault items. Learn more
@ Activity log
£ search SAIL X Type:All X
fa. Access control (IAM)
6 Toos Showing 1to 1 of 1 records.
[ Name © Email Key Permissions Secret Permissions Certificate Permissions
K Diagnose and solve problems
v/ GROUP
7= Access policies
. [J Accounting-Security Grou... Get, List
I+ Resource visualizer |
Z Events
> Objects
> Settings
> Monitoring
> Automation
> Help
Add o remove favorives by pressing CerL Shift+F v
- 426 PM
D Search L O ¢Ca A% s ©

T

Home > Key vaults > Finance-KV-k54fk6goenuvg

Key vaults « @

LODS-Prod-MCA (LODSPRODMCA.onmicrosoft.co...

+ Create

3 new version of Browse
k here to access the old

Account-KV-sbvr46iju62ao --- |

Finance-KV-kS4fkéqoenuvg -+

Admin-54374470@LOD...

LODS-PROD-MCA (LODSPRODM...

ds Finance-KV-k54fk6éqoenuvg | Networking X

Key vault

Firewalls and virtual networks  Private endpoint connections
(@ overview _—_—

@ Activity log

A2 Access control (IAM)

Allow access from: (O Allow public access from all networks

[®) Allow public access from specific virtual networks and IP addresses

(O Doisable public access

Tags - N
¢ Ty @ Only networks you choose can access this key vault. Learn more about key vault network security

K Diagnose and solve problems configuration
7= Access policies

Virtual networks
» Resource visualizer

Allow selected virtual networks to connect to your resource securely and directly using service endpoints Learn more about key vault network security

Market-KV- 4 k oo | 4
o Merkeryprgazaameny Events configuration
> Objects
+ Add a virtual network
v Settings
Virtual network Subnet Address Range Endpoint Status Resource group Subscription
Y= Access configuration
No virtual networks are selected.
<l> Networking
4 »
Microsoft Defender for
9 toud
Firewall
m
1li- Properties Add IP ranges to allow access from the intemet or your on-premises networks. Leam more about key vault network security configuration
£ Locks
P i P .g: '10.0.0.0)
S Monitoring -+ Add your client IP address (e.g: '10.0.0.0)
] » ) 1P address or CIDR
Showing 1 - 3 of 3. Display | auto >
count:
> Help
- " v
hitps://portal azure.com/# Add or remore favories by pressing CerL+Sh -+ o >
- 422 PM
= O Search E Q@ e a AN B g ©

IT resource group:



Microsoft Azure P Search resources, services, and docs (G+/)
Home > Key vaults > Account-KV-sbvrd6iju62ao | Access policies >
Create an access policy X
Account-KV-sbvrd6ijué2a0
. . . a

© Permissions 2) Principal  (3) Application (optional) <) Review + create
Configure from a template
[ Key. Secret, & Certificate Management ]
Key permissions Secret permissions Certificate permissions
Key Management Operations Secret Management Operations Certificate Management Operations
Select all Selectall Select all ]
Get Get Get
List List List
Update Set Update
Create Delete Create
Import Recover import
Delete Backup Delete
Recover Restore Recover
Backup Backup

Privileged Secret Operations
Restore 9 Restore

[ selectall

Manage Contacts

Cryptographic Operations

[ purge Manage Certificate Authorities
[ selectall . -

Get Certificate Authorities v
Previous Next
https://portal.azure.com/#
- 424PM
E O Search [H =l -} AN %D gy @

R Search resources, services, and docs (G+/)

Home > Key vaults > Account-KV-sbvrd6iju62ao | Access policies >

Create an access policy - X
Account-KV-sbvrd6ijub2ao

@ Permissions 2] Principal ( ) Application (optional) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

[2 mesec X

IT-security

IT-Security Group-36916747

IT-Security-Group

Selected item

IT-Security Group-36916747

Next

- 424PM
O Search [ Q - e a A 9/4/2025 e




14

- ; Admin-54374470@LO
o o e e e I o Copllo‘ o SRR

Home > Key vaults > Account-KV-sbvrd6iju62ao

Key vaults « @ v= Account-KV-sbvr46iju62ao | Access policies * X
LODS-Prod-MCA (LODSPRODMCA.onmicrosoft.co... Y™ Key vauit
P Search ¢« + Create Refresh Edit
+ creat
reate A
@ Overview - . . -
e e e Access policies enable you to have fine grained control over access to vault items. Learn more
Click here to access the old & Activitylog
" [ ermissions Al X Type: All X
Access control (1AM)
@ s Showing 1to 1 of 1 records.
' Name Email T Key Permissions Secret Permissions Certificate Permissions
Name Y
X Diagnose and solve problems
® V— /' GROUP
[) @ Account-kv-sbvrdsiju62ao | P
D ® Finance-Kv-ksafkegoenuvg - | 2. Resource visualizer D IT-Security Group-369167... Get, List, Update, Create, I.. Get, List, Set, Delete, Reco... Get, List, Update, Create, I...
[ ® Market-kv-rprgazaqmorgk -+ | Events
> Objects
> Settings
> Monitoring
> Automation
> Help
< »
Showing 1- 3 of 3. Display | auto
count:
Add o remove favorices by pressing CerL+ShifteF v

- 425 PM
O Search [ Q - e a A 9/4/2025 e

5 " Admin-54374470@L(
Microsoft Azure P Search resources, services, and docs (G+/) I D Copilot LODS-PROD-MCA (LODSPRODM.

Home > Key vaults > Account-KV-sbvrd6iju62ao

Key vaults « @ ds Account-KV-sbvr46iju62ao | Networking * - X

LODS-Prod-MCA (LODSPRODMCA.onmicrosoft.co... Key vault

+ ceste - [Pseen e« .

Firewalls and virtual networks  Private endpoint connections
@ Overview —_—
(@  You are viewing a new version of Browse
lick here to access the old & Activity log
experience. [® Allow public access from specific virtual networks and 1P addresse

A trol (IAM]
B3, Access control (1AM) O oisable public access

Allow access from: (O Allow public access from all networks

N
Name - ¢ s @ Only networks you choose can access this key vault. Learn more about key vault network security
X Diagnose and solve problems configuration

@ Account-KV-sbvrdsiju2ao -+« |

= Access policies

.

@ Finance-Kv-ks4fk6qoenuvg --- | Virtual networks

Resource visualizer

®

Allow selected virtual networks to connect to your resource securely and directly using service endpoints Learn more about key vault network securi
@ Market-Kv-rprgazaqmorgk -+ | ¥ ly y using p: y ity

oo0o0o

7 Events configuration
> Objects

-+ Add a virtual network
V' Settings

Virtual network Subnet Address Range Endpoint Status Resource group Subscription
Y= Access configuration

No virtual networks are selected.

<> Networking
4 »
Microsoft Defender for
° Cloud
Firewall
m
11} properties Add IP ranges to allow access from the intemet or your on-premises networks. Learn more about key vault network security configuration
£ Locks
P i P .g: '10.0.0.0"
S Monitoring -+ Add your client IP address (e.g: '10.0.0.0)
< 14 N IP address or CIDR
Showing 1 - 3 of 3. Display | auto v > Automation
count:
> Help
Exception
v
Conbtin ronee tn cncnieene o st Mienent camiicne n bumnce fiomunll
Add or removefovorves by pressing CerLeshiftf g »

9 search (ER = IS O ] AT g ©

D2. Encryption Recommendations
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Data at rest — Azure Key Vaults can store and manage encryption
keys, secrets, and certificates for services such as Storage Blobs,
Databases, and Virtual Machines. The use of Key Vault ensures sensitive
data is kept secure and also helps the company meet compliance goals.

Data in transit — Azure Key Vault can store and manage SSL/TLS
certificates. This protects data in transit by preventing it from being
intercepted or tampered with during communication between applications

and services.

E1. Azure Cloud Backups
| configured two different backup settings in the IT-rg Resource group
including:
Virtual machine backup:
e Created a new policy named SWBTL
e Configured a daily backup at 7:00 PM EST.
e The backup retention period is set for 45-days

¢ Instant restore is set to 3 days
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& https; l.azure. # Microsoft_Azure_DataProtection/V1

ingContext~/%7B"ini "%3A%7B"subscripti... B A Ty m &= @ %

/_provisi

Microsoft Azure

P Search resources, services, and docs (G+/)

I O copilot

LODS-PROD-MCA (LODSPRODM...

Home > Resource groups > IT-rg > Backup-Vault > Backup Goal >
Configure backup

Backup-Vault

(O Eenhanced
- Multiple backups per day

Policy sub type *

 Up to 30 days operational tier retention
- Support for Trusted Launch Azure VM

. Support for VMs with Ultra Disks and Premium SSD v2

Backup policy * © (new) SWBTL v

Edit this policy

@ The list contains the policies pertaining to the selected policy sub type. Learn more.
Policy details

Backup frequency
Daily at 7:00 PM Eastern Standard Time

Full backup

Instant restore
Retain instant recovery snapshot(s) for 3 day(s)

Retention of daily backup point
Retain backup taken every day at 7:00 PM for 45 Day(s)

Consistency type © Application or file-system consistent

Virtual machines
Name Resource group
No virtual machines selected.

[ ————

Enable backup

Download a template for automation

=

DO Search

Create policy X

Azure Virtual Machine

@ Recovery points can be automatically moved to the vault-archive tier using backup policy. Leam more. =

-
Policy name [0] [ swerL
Backup schedule
Frequency * Time * Timezone *
Daily v | [700pM v | [ (UTC-05:00) Eastern Time (US & Canada) |

Instant restore ()

Retain instant recovery

for [3 | pays © L

Retention range

[~] Retention of daily backup point
At For

[[7:00Pm ] [as Day(s)

[ Retention of weekly backup point
Not Configured

[ Retention of monthly backup point

Not Configured

[ Retention of yearly backup point

719 PM
~ G 9/6/2025 e

e T

I O Copilot

Home > Backup-Vault

i Backup-Vault | Backup items

Recovery Services vault

O Refresh & Feedback

& Overview

& Activity log

‘ @ Tiy our new Business Continuity Center for the at scale BCDR management of your resources protected across Azure Backup and Site Recovery.

£, Access control (IAM) (anauy Region Secondary Region )

® Tags

BACKUP MANAGEMENT TYPE
K Diagnose and solve problems

<1+ Resource visualizer Azure Virtual Machine 1

> Settings Azure Backup Agent 0

\/ Getting started Azure Backup Server 0
& Backup DPM 0
& site Recovery Azure Storage (Azure Files) 0

v Protected items SQL Database in Azure VM 0
% Backup items SAP HANA in Azure VM 0
@ Replicated items SQL Server in Azure VM (Snapshot backup)(Preview) 0

> Manage SAP ASE (Sybase) in Azure VM 0

> Monitoring

> Automation

> Help

Add or remove fovorites by pressing CtrL+ShiftsF

=

O Search

File Share Backup:

BACKUP ITEM COUNT

7:27PM
~ L% 9/4/2025 2]
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The second example demonstrates a file share backup:
e Scheduled a daily backup at 7:30 pm UTC time
e Set backup retention period for 30-days
¢ As no file shares are currently available in the environment, the

configuration demonstrates how it would be implemented at a

future date.

= Microsoft Azure earch resources, services, and docs (G+/) I'.icopuot @ & 0 A Admin-54377(9§li§@LOD4.. &

Home > Backup-Vault | Backup Select file shares »
Configure backup vmstorageaTkrvrowe62jq
Vault

Backup-Vaul

€ Please select atleast 1 File Share to backup. @ Discovering the file shares that can be backed up

[Fiter by fileshare name

Storage Account * vmstoragea7krvrowe62jg v Name Azure file share Type
Select

There are no file shares that can be backed up in this vault.
FileShares to Backup —
Page [ 1 Vv |of1

Name Azure File Share Type

No File Shares selected

Add
Policy details
Backup policy * © (new) DailyPolicy-mf67zcré v
Edit this policy
Full backup Backup frequency
Daily at 7:30 PM UTC
Retention of daily backup point
Retain backup taken every day at 7:30 PM for 30 Day(s)
I L T e S SRt
A\ Vauited backup for Azure file shares in premium storage account is currently in preview. For more , see Azure Files backup overview.

. ]

7:34PM

= R E O = g a A% g0 @

E2. Supporting Business Requirements
The backup configurations implemented support business
requirements by strengthening disaster recovery and regulatory

compliance. They also protect against data loss caused by intentional or
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unintentional errors and safeguard the company from system failures.
These align with the requirements of SWBTL, including a 45-day backup
policy, RPO of one day with daily backups scheduled, and snapshots

maintained for 3 days.

F1. Shared Responsibility
With Infrastructure as a Service (laaS), the cloud provider is
responsible for securing the hosts, network, and datacenters, while the
customer is responsible for managing the operating system, controls,
applications, identity and access management (IAM) policies, data, and
devices (Microsoft, n.d).
Applicable Risks
1. Broken access controls - Misconfigured access controls can allow
unauthorized users to exfiltrate data or launch cyberattacks. This
represents a high risk because it directly compromises the
confidentiality and integrity of company data.
2. Data loss - Proper storage and backup policies are the
responsibility of the company. The impact is high due to its effect

on data availability in the event of downtime or data loss.



3. Compliance issues - Without the correct compliance measures,

the company faces a medium to high impact if it fails to meet

applicable regulatory standards.

Recommendations

1.

Strong IAM policies - Use MFA, Principles of least privilege and

conditional access policies to prevent unauthorized access

. Strong Backup policies - Schedule and asses backup policies

regularly to ensure data security

. Continuous monitoring - Use tools, manual and automated

monitoring solutions to meet compliance needs. (Microsoft, n.d).

G. Cloud Threats and Mitigation Tactics

Some potential threat vectors and migration tactics are:

1.

Data Breaches — Misconfigurations can include weak access
controls, flaws in software configurations, and unauthorized data
exfiltration from storage accounts.
¢ Mitigation countermeasures — This includes encryption of
data, effective use of firewalls and IAM policies, and

monitoring of suspicious behavior patterns.

19
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2. Insider threats — Employees may intentionally or unintentionally
cause system disruptions.

e Mitigation countermeasures — Implementing robust access
controls and maintaining the principle of least privilege best
practices.

3. Account hijacking — If a bad actor compromises a user account it
could lead to unauthorized access to data and resources.

e Mitigation countermeasures — Adhering to granular access
policies limits the attack surface should an account be
compromised. Multifactor authentication can help prevent

initial access.
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